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Introduction

DOSarrest Security Servi¢g€sSShas been designed as a tool for you to access information about
an attack against your sites, as well as manage your account settings. Once logged in, you will be
presented with the Dashboard view which gives you statistics based off of the last hour worth of traffic.

Due to the massive amount of information involvéahg term statistics are currently not available
in the DSSAII statistics displayed will be based upon the last hour's worth of gathered data. Historical
data is being logged and will be available in the future.

Our DS$rovides you with the ability toe® connection statistics as well as bandwidth statistics. The
connection statistics are based upon a sampling of all open connections every minute. The bandwidth
statistics are based off of all TCP traffic associated with the VIP/Origin IP at a proXyHevelcludes all
health checks and other traffic related to testing functionality of the site.

Our DS&lso provides the ability to see how many networks are currently online and the status of
connectivity to your servers. You can also access our kadgelmse, access our support system,
manage settings for your site, and even manage staff members that can #oed3SS

Many more features are planned for the future.

DOSarrest Introduction -
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Logging In

To log into DOSarrest Security Servi€e§, A O ustotngrLogiré at DO&rrest.com When
accessing the site for the first time, you will be presented with a login prompt.

ﬁ Login

J & Customer Login ” @ Customer Staff Login

Jsername:

Password:

| &7 Logn |

{GFFTT YSYOSNB 6Aft 0S8 1o6fS G2 t23 Ay o0& OfAO|AY:

login details.

i‘l Login

I ﬁ, Customer Login

ﬁ Customer Staff Login

Staff Username:

Password:

Customer Username:

| ﬁLﬂgin |

More information on staff can be found the Staff Accessection.

DOSarrest Logging In-
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Navigation

Navigation on the site is controlled by the menu on the left hand side. Tooltips throughout the site
will also provide information on many options.

= Dashboard
€. Network Status

! Logs
= Support
F Knowledgebase

=* Requests

E Account Settings
BB Staff Access

= Site Management

The navigation for the site isirently split into four sections. Each section and its subsections can
0S I 0O0S&aaSRd C2NJ SEI YLX ST OtAO01Ay3d 2y a{ dzLlL2NI¢ ¢
Of AOlAYy3 2y avYy2¢f SRASorasSe gAftft RAALEIE (GKS 1y2s
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Dashboard

The Dakboard provides quick access to live statistics related to your site. All of the graphs in the
dashboard are updated every minute with the latest information.

Welcome dosarrest [

- httpc/ e and bittps:/ o o Statistics.
VIP Conections | Orign Connectons | VIP Bandwicth | Ongi Bandwdn

20 Cornections to damend.com (Port 443)

CKS a/2yySOlGAz2ya LISNI I 2dz2NE 3INI LK RAaALIE @A Ly 2@¢
IP. When hovering over each bar, a tooltip displaying the exact number of connections will appear.

Connections per Hour "

10.168.152.3%

10.168.152.40

L] ] 10000 15000 20000 25000 30000

¢CKS G/ dzNNByd ¢NFyaFSNI whkidSaégd AN LK RAaALA @A Fy :
can also hover over each bar here to show the exactdfer rate in Mb/sec.

DOSarrest Dashboard-
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Current Transfer Rates E]’

10.168.192.3%

10.168.152.40

Below the transfer rates is a Traffic Heat Map, which shows which countries the traffic is coming
from, and how much of it. It is also color coded, with high numbers shovamgered circles

Traffic Heat Map E]'

Q Enlarge

E | e |
: INiger | |
- P g Chad-

Suda

| All Sites vl

For each every VIP you have, atlowill appear in the center column of the Dashboard providing a
more detailed breakdown of the two graphs above. The Portlet for each VIP displays four tabs which
each contain graphd.he four graphs display the minute by minute data over the past bbtained
from statistics gathering.

DOSarrest Dashboard-
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http://~ . and https:// . Statistics (|
J VIP Connections H Origin Connections H VIP Bandwidth H Origin Bandwidth ]
VIP HTTP Connections

[E00 VIP HTTPS Connections
400
1200

i

El{;l:l{ll 00D 'EIDECI _ 0100 0110 0120

¢tKS G¢2L) mp Lta 2@0SNI 0KS LI ad K2dzNE t 2NIf SG LINE
number of connections to your VIPs.

“Top 15 IPs over the past hour (=
Connections v | IP Location
6576 United States
49428 United States
968 United States
813 United States
776 Poland
764 United Kingdom
657 Russian Federation
618 United States
607 United States
602 United States
593 United States
591 United States
580 United Kingdom
577 United States
570 United States

DOSarrest Dashboard-
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Network Status

The Network Status secti@hows a list of all online networks in each active geographical region and
whether those networks can connect to your origin servers.

Network Name

= VIP: 1
3 Location: Vancouver

Van Netwiork 1

Van Bypass 1

= vIp: 2

= Location: Los Angeles
LA Proxy Network 2
LA Bypass 1
LA Bypass 2
LA Bypass 3
LA Proxy Network 3
LA Bypass 4
LA Bypass §
LA Bypass 6
= VIP 1

5 Location: Vancouver
Van Network 1
Van Bypass 1

= vIp 2

= Location: Los Angeles
LA Proxy Network 2
LA Bypass 1
LA Bypass 2
LA Bypass 3
LA Proxy Network 3

LY RS NJ

Details

This network is functioning properly and is able to communicate with your server(s).

This network s functioning properly and is able to communicate with your server(s)

This network is functioning properly and is able to communicate with your server(s).
This network is functioning properly and is able to communicate with your server(s).
This network is functioning properly and is able to communicate with your server(s).
This network is functioning properly and is able to communicate with your server(s).
This network is functioning properly and is able to communicate with your server(s).
This network is functioning properly and is able to communicate with your server(s).
This network is functioning properly and is able to communicate with your server(s).

This network is functioning properly and is able to communicate with your server(s).

This network s functioning properly and is able to communicate with your server(s),

This network is functioning properly and is able to communicate with your server(s).

This network is functioning properly and is able to communicate with your server(s).
This network s functioning properly and is able to communicate with your server(s)
This network is functioning properly and is able to communicate with your server(s).
This network s functioning properly and is able to communicate with your server(s)

This network is functioning properly and is able to communicate with your server(s).

GKS af Gl Gdzae

O2f dzvy z

Status

(A <] 00000000 @0

00000

2yS 2F GKNBS A02vya

a green checkmé will appear. If there are some connectivity problems but the servers can still
communicate with your server, a yellow exclamation mark will appear. If none of the servers on a
network can communicate with your server, then a red exclamation mark wiéap

Q\



|arrest

Logs

The logs section provides the ability to view the access log entries over the past hour. The logs
section shows the typical basic access logs used by web servers. All of the information is separated into
customizable columns.

Within our acess logs, one additional column has been added which is not in most web server logs.

¢tKS g2 O2fdzyya t106StSR awSljdzSad ! wLé YR a9yR |
final stage security authentication systems.

Atthetop,thered I RNRLIR2gy FASEIRYX gKAOK fAada SIFOK 27
{AGSa¢ 6KAOK RAaLIlI&@a GKS f23 SyiuNxRSa F2NI Ittt 27

logs will be reloaded and will display only the logs far $ite you have selected.

Access logs are only provided upon special request due to the massive amount of data involved
during attacks. When a site is under attack, a massive amount of access logs are generated in a very
short period of time. This massi\amount of access logs requires much processing power in order to
provide live access to the logs, so we currently only use it in special cases when it is required.

DOSarrest Dashboard-
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Support

Clicking on Support from the left menu will display the following:

DOSarrest provides 24 /7 support via the following methods:

Online support system: Request Emergency Help

View Current Requests

Emergency live chat: |DOsarrest

Live Support

Emergency contact line: 1-888-818-1344

The bestway to get effective support with proper history tracking is to use the online support
system. If you require assistance, if you would like additional information, or if you would just like to
suggest a feature, our online support system will help fatdiyyour needs. The online support system
will also send email notifications to you when a support agent responds. If there is an emergency and
you need to contact DOSarrest support right away, we also provide live chat and a toll free number to
get in coract with one of our experienced support agents.

DOSarrest Support -



arrest

Knowledgebase

The knowledge base is split into two areas. The left side allows you to select a specific category of
1y26ft SR3ISoIFrasS INIAOESa (G2 GASgd . & RBdwiddisplay §KS a
a list of all knowledgebase articles in the system. Selecting a category from the left menu will limit the
articles displayed on the side to just articles in the selected category.

4 ] All Categories
=] Setup
=] Communication Problems
=] Billing
=] Customer Control Panel
=] Performance
= FaQ

On the right side, knowledgebase articles will ligpthyed listing the KBID (Knowledgebase ID) and
the title. To view the article, simply click anywhere on the row for the article you want to view and a
popup will appear.

KBID Title

10 How to determine connectivity problems to vour website.

[4=]

How do | pay my bill?

3 How to Export .cert and .key Files
11 How to add a new website to my account.
Page 1 |of1 .f:,h 4, Search ® [P Dizplaying articles 1 - 4 of 4

PAAY 3 atFIAYIFGA2YET Hp FNIOAOE Sa [IbotBm I&tkalkowiigh @ SR | {
navigation between the pages. There is also a search prompt at the bottom which allows you to search
the knowledge base for exactly what you are looking for. Simply type something in the search box, and
click the magnifying glass. Yoan clear your search by clicking the X.

DOSarrest Support -
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Requests

The support requests section has two tabs at the top which display either Active or Resolved
support requests. Our support system works on a very basic principle. When you want or need services
fromus@ 2dz  NB GNBljdzSadAy3dé az2YSiKAyad LT &2dz ySSR KS
A2YSOKAY3Id {23 GAGK 2dzNJ AdzLJL2 NI aedadaSysz e2dz YIS
Support requests can only be marked as completed by a support téghnitio has completed the
support requests and received permission from you to mark the request as completed.

Active Requests = Completed Requests

& Click here to add a new request

Reguest D v Description Priority Type PostedOn
2 e W 45— —— iy - HiGh Help. 2010-02-07231240
s b - —— - —— LOW Help 2010-02-15 14:52:20
8 High Feature 2010-03-27 10:15:48
10 Medum Feature 2010-03-28 03:27:11
Page, 1of1t » » :,3 4 Search~ x P Displaying requests 1 -4 of &

Just like the Knowledgebase, the same pagination and search features are provided at the bottom.
To add a request, click the following buttmtéted at the top left:

|@ Click here to add a new r&qu&st|

DOSarrest Support -
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Upon clicking the button, the following popup will appear:

Add Reguest ¥
Type: @ Help
™ Feature
i@ Information
priority: (© Emergency
© High
@ Medium

i@ Low

[ =>MNext || Cancel |

Choose the type of request you are making and how high of a priority you believe it to be. Once you
KI g8 OK2aSy G(GKS I LILINE LINA I (ISouxhddekoXefuest Inforindtiéhior ad b S E i ¢
Feature you will be given the following popup window to give a description of what you are requesting.

Add Reguest *

Description

| @add || cancel |

If you chose to request help, you will see an additional step asking if the issue you are requesting
help alout is reproducible.

DOSarrest Support -
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Reproducible *

*p 4 Are you able to reproduce the issue you are requesting help
-t with?

Yes Mo/ Not Applicable
L¥ &2dz Oft AO1TSR &, Saé¢ e2dz gAfft aSS GKS F2ft26Ay3
when requesting Information or a Feature.

Add Request ¥

Steps to reproduce Description

&) Add Cancel

Fill out your request with as much detail as possible.

Once a request has been added, ithwimediately show up in the Active Requests table. To
open/edit a request, simply left click on the row anywhere to open a popup viewing the request. The
popup window will look like the following unless it is an Information/Feature request, in whiclilease
65SAONRLIIARZYE O62E 62df R 6S 0AIFIIASNE |yR (KS 4awSLINER
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(\ﬁew Help Request 5

3)
Properties 'J_:JCnmmunicaﬁnns

Priority: | Lowr -
Reproducible

Some information about how to reproduce an issue
1) do something

2} do something else
3) experience problem

Description

This is a test

Update | | Close
L=

The popup initially shows the Properties tab which displays the basic information regarding the
NEljdzSaidd ¢KS aSO2yR (06 a/ 2YY dzfhe Supibk Rggrdsat ahyt £ 2 4 a
time. The Communications tab is similar to a chat client; once you have opened it, it will update itself
with any new posts that Support Agents send. You can control this functionality by toggling the red stop
symbol. At the botto of the Communications tab you can send a message to the Support Staff.

"V—IE‘W Help Request 5

3)
Properties + ) Communications
Sender PostedOn -
Support Agent: Scott 2010-03-27 10:22:04
you are mike?
Customer: DOSarrest 2010-03-26 15:45:54
| am mike.

pagel 1|of1| b bl | @& | CL search- x| P

Displaying messages 1-20f 2
Text to send in the next message

| G send Message |

=)
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Account Settings

The Account Settings provides you with the ability to change your email address and password.

{AYLX @& YI1S @2dz2NJ RSaANBR OKIlgye3ehwill rdsgf Re f@drhith O] G { | ¢
how it was before you made changes.































