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Introduction  
 

DOSarrest Security Services (DSS) has been designed as a tool for you to access information about 

an attack against your sites, as well as manage your account settings. Once logged in, you will be 

presented with the Dashboard view which gives you statistics based off of the last hour worth of traffic. 

Due to the massive amount of information involved, long term statistics are currently not available 

in the DSS. All statistics displayed will be based upon the last hour's worth of gathered data. Historical 

data is being logged and will be available in the future. 

Our DSS provides you with the ability to see connection statistics as well as bandwidth statistics. The 

connection statistics are based upon a sampling of all open connections every minute. The bandwidth 

statistics are based off of all TCP traffic associated with the VIP/Origin IP at a proxy level. This includes all 

health checks and other traffic related to testing functionality of the site. 

Our DSS also provides the ability to see how many networks are currently online and the status of 

connectivity to your servers. You can also access our knowledgebase, access our support system, 

manage settings for your site, and even manage staff members that can access the DSS. 

Many more features are planned for the future. 
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Logging In 
 

To log into DOSarrest Security Services, ŎƭƛŎƪ ƻƴ ά/ustomer Loginέ at DOSarrest.com. When 

accessing the site for the first time, you will be presented with a login prompt. 

 

{ǘŀŦŦ ƳŜƳōŜǊǎ ǿƛƭƭ ōŜ ŀōƭŜ ǘƻ ƭƻƎ ƛƴ ōȅ ŎƭƛŎƪƛƴƎ ǘƘŜ ά/ǳǎǘƻƳŜǊ {ǘŀŦŦ [ƻƎƛƴέ ǘŀō ŀƴŘ ǇǊƻǾƛŘƛƴƎ ǘƘŜ 

login details. 

 

More information on staff can be found in the Staff Access section. 
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Navigation  
 

Navigation on the site is controlled by the menu on the left hand side. Tooltips throughout the site 

will also provide information on many options. 

 

The navigation for the site is currently split into four sections. Each section and its subsections can 

ōŜ ŀŎŎŜǎǎŜŘΦ CƻǊ ŜȄŀƳǇƭŜΣ ŎƭƛŎƪƛƴƎ ƻƴ ά{ǳǇǇƻǊǘέ ǿƛƭƭ ŘƛǎǇƭŀȅ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ Ƙƻǿ ǘƻ ƎŜǘ ǎǳǇǇƻǊǘΣ ŀƴŘ 

ŎƭƛŎƪƛƴƎ ƻƴ άYƴƻǿƭŜŘƎŜōŀǎŜέ ǿƛƭƭ ŘƛǎǇƭŀȅ ǘƘŜ ƪƴƻǿƭŜŘƎŜōŀǎŜΦ 
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Dashboard  
 

The Dashboard provides quick access to live statistics related to your site. All of the graphs in the 

dashboard are updated every minute with the latest information. 

 

¢ƘŜ ά/ƻƴƴŜŎǘƛƻƴǎ ǇŜǊ IƻǳǊέ ƎǊŀǇƘ ŘƛǎǇƭŀȅǎ ŀƴ ƻǾŜǊǾƛŜǿ ƻŦ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴǎ ƳŀŘŜ ǘƻ ȅƻǳǊ ±LtκhǊƛƎƛn 

IP. When hovering over each bar, a tooltip displaying the exact number of connections will appear. 

 

¢ƘŜ ά/ǳǊǊŜƴǘ ¢ǊŀƴǎŦŜǊ wŀǘŜǎέ ƎǊŀǇƘ ŘƛǎǇƭŀȅǎ ŀƴ ƻǾŜǊǾƛŜǿ ƻŦ ǘƘŜ ōŀƴŘǿƛŘǘƘ ǘƻ ȅƻǳǊ ±LtκhǊƛƎƛƴ LtΦ ¸ƻǳ 

can also hover over each bar here to show the exact transfer rate in Mb/sec. 



 

DOSarrest | Dashboard 7 

 

 

Below the transfer rates is a Traffic Heat Map, which shows which countries the traffic is coming 

from, and how much of it. It is also color coded, with high numbers shown in large red circles. 

 

For each every VIP you have, a Portlet will appear in the center column of the Dashboard providing a 

more detailed breakdown of the two graphs above. The Portlet for each VIP displays four tabs which 

each contain graphs. The four graphs display the minute by minute data over the past hour obtained 

from statistics gathering. 
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¢ƘŜ ά¢ƻǇ мр Ltǎ ƻǾŜǊ ǘƘŜ Ǉŀǎǘ ƘƻǳǊέ tƻǊǘƭŜǘ ǇǊƻǾƛŘŜǎ ŀ ƭƛǎǘ ƻŦ ǘƘŜ ǘƻǇ ŦƛŦǘŜŜƴ Ltǎ ǘƘŀǘ ƭƻƎƎŜŘ ǘƘŜ Ƴƻǎǘ 

number of connections to your VIPs. 
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Network Status  
 

The Network Status section shows a list of all online networks in each active geographical region and 

whether those networks can connect to your origin servers. 

 
 

¦ƴŘŜǊ ǘƘŜ ά{ǘŀǘǳǎέ ŎƻƭǳƳƴΣ ƻƴŜ ƻŦ ǘƘǊŜŜ ƛŎƻƴǎ ǿƛƭƭ ǎƘƻǿ ǳǇΦ LŦ ŀƭƭ ǎŜǊǾŜǊǎ ŀƴŘ ŎƻƴƴŜŎǘƛƻƴǎ ŀǊŜ ǎǘŀōƭŜΣ 

a green checkmark will appear. If there are some connectivity problems but the servers can still 

communicate with your server, a yellow exclamation mark will appear. If none of the servers on a 

network can communicate with your server, then a red exclamation mark will appear. 
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Logs 
 

The logs section provides the ability to view the access log entries over the past hour. The logs 

section shows the typical basic access logs used by web servers. All of the information is separated into 

customizable columns.  

 

Within our access logs, one additional column has been added which is not in most web server logs. 

¢ƘŜ ǘǿƻ ŎƻƭǳƳƴǎ ƭŀōŜƭŜŘ άwŜǉǳŜǎǘ ¦wLέ ŀƴŘ ά9ƴŘ ¦wLέ ǎƘƻǳƭŘ ōŜ ƛŘŜƴǘƛŎŀƭ ǳƴƭŜǎǎ ŀ ǾƛǎƛǘƻǊ Ƙŀǎ Ƙƛǘ ƻǳǊ 

final stage security authentication systems. 

 

 
 

At the top, there iǎ ŀ ŘǊƻǇŘƻǿƴ ŦƛŜƭŘΣ ǿƘƛŎƘ ƭƛǎǘǎ ŜŀŎƘ ƻŦ ȅƻǳǊ ǎƛǘŜǎΦ .ȅ ŘŜŦŀǳƭǘ ǘƘƛǎ ōƻȄ ƛǎ ǎŜǘ ǘƻ ά!ƭƭ 

{ƛǘŜǎέ ǿƘƛŎƘ ŘƛǎǇƭŀȅǎ ǘƘŜ ƭƻƎ ŜƴǘǊƛŜǎ ŦƻǊ ŀƭƭ ƻŦ ȅƻǳǊ ǎƛǘŜǎΦ ¦Ǉƻƴ ǎŜƭŜŎǘƛƴƎ ŀ ǎǇŜŎƛŦƛŎ ǎƛǘŜ ŦǊƻƳ ǘƘŜ ƭƛǎǘΣ ǘƘŜ 

logs will be reloaded and will display only the logs for the site you have selected. 

 

Access logs are only provided upon special request due to the massive amount of data involved 

during attacks. When a site is under attack, a massive amount of access logs are generated in a very 

short period of time. This massive amount of access logs requires much processing power in order to 

provide live access to the logs, so we currently only use it in special cases when  it is required. 
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Support  
 

Clicking on Support from the left menu will display the following: 

 

 
 

The best way to get effective support with proper history tracking is to use the online support 

system. If you require assistance, if you would like additional information, or if you would just like to 

suggest a feature, our online support system will help facilitate your needs. The online support system 

will also send email notifications to you when a support agent responds. If there is an emergency and 

you need to contact DOSarrest support right away, we also provide live chat and a toll free number to 

get in contact with one of our experienced support agents. 
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Knowledgebase  
 

The knowledge base is split into two areas. The left side allows you to select a specific category of 

ƪƴƻǿƭŜŘƎŜōŀǎŜ ŀǊǘƛŎƭŜǎ ǘƻ ǾƛŜǿΦ .ȅ ŘŜŦŀǳƭǘΣ ǘƘŜ ά!ƭƭ /ŀǘŜƎƻǊƛŜǎέ ƳŜƴǳ ƛǘŜƳ ƛǎ ǎŜƭŜŎǘŜŘΣ which will display 

a list of all knowledgebase articles in the system. Selecting a category from the left menu will limit the 

articles displayed on the side to just articles in the selected category. 

 

 
 

On the right side, knowledgebase articles will be displayed listing the KBID (Knowledgebase ID) and 

the title. To view the article, simply click anywhere on the row for the article you want to view and a 

popup will appear.  

 

 
 

¦ǎƛƴƎ άtŀƎƛƴŀǘƛƻƴέΣ нр ŀǊǘƛŎƭŜǎ ŀǊŜ ŘƛǎǇƭŀȅŜŘ ŀǘ ŀ ǘƛƳŜ ǿƛǘƘ ŀ ƳŜƴǳ Řƻǿƴ ŀǘ ǘƘŜ bottom left allowing 

navigation between the pages. There is also a search prompt at the bottom which allows you to search 

the knowledge base for exactly what you are looking for. Simply type something in the search box, and 

click the magnifying glass. You can clear your search by clicking the X. 
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Requests 
 

The support requests section has two tabs at the top which display either Active or Resolved 

support requests. Our support system works on a very basic principle. When you want or need services 

from us ȅƻǳ ŀǊŜ άǊŜǉǳŜǎǘƛƴƎέ ǎƻƳŜǘƘƛƴƎΦ LŦ ȅƻǳ ƴŜŜŘ ƘŜƭǇ ƻǊ ƛƴŦƻǊƳŀǘƛƻƴΣ ȅƻǳ ŀǊŜ ǊŜǉǳŜǎǘƛƴƎ ǳǎ ǘƻ Řƻ 

ǎƻƳŜǘƘƛƴƎΦ {ƻΣ ǿƛǘƘ ƻǳǊ ǎǳǇǇƻǊǘ ǎȅǎǘŜƳΣ ȅƻǳ ƳŀƪŜ άwŜǉǳŜǎǘǎέ ǿƘƛŎƘ ǿŜ ǘƘŜƴ ǿƻǊƪ ƻƴ ŎƻƳǇƭŜǘƛƴƎΦ 

Support requests can only be marked as completed by a support technician who has completed the 

support requests and received permission from you to mark the request as completed. 

 

 

Just like the Knowledgebase, the same pagination and search features are provided at the bottom. 

To add a request, click the following button located at the top left: 
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Upon clicking the button, the following popup will appear: 

 

Choose the type of request you are making and how high of a priority you believe it to be. Once you 

ƘŀǾŜ ŎƘƻǎŜƴ ǘƘŜ ŀǇǇǊƻǇǊƛŀǘŜ ƻǇǘƛƻƴǎΣ ŎƭƛŎƪ άbŜȄǘέ ǘƻ ŎƻƴǘƛƴǳŜ. If you chose to request Information or a 

Feature you will be given the following popup window to give a description of what you are requesting. 

 

If you chose to request help, you will see an additional step asking if the issue you are requesting 

help about is reproducible. 
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LŦ ȅƻǳ ŎƭƛŎƪŜŘ ά¸Ŝǎέ ȅƻǳ ǿƛƭƭ ǎŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇƻǇǳǇΦ hǘƘŜǊǿƛǎŜΣ ȅƻǳ ǿƛƭƭ ǎŜŜ ǘƘŜ ǎŀƳŜ ǇƻǇǳǇ ŀǎ 

when requesting Information or a Feature. 

 

Fill out your request with as much detail as possible. 

Once a request has been added, it will immediately show up in the Active Requests table. To 

open/edit a request, simply left click on the row anywhere to open a popup viewing the request. The 

popup window will look like the following unless it is an Information/Feature request, in which case the 

ά5ŜǎŎǊƛǇǘƛƻƴέ ōƻȄ ǿƻǳƭŘ ōŜ ōƛƎƎŜǊΣ ŀƴŘ ǘƘŜ άwŜǇǊƻŘǳŎƛōƭŜέ ǎŜŎǘƛƻƴ ǿƻǳƭŘ ƴƻǘ ŀǇǇŜŀǊΦ 
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The popup initially shows the Properties tab which displays the basic information regarding the 

ǊŜǉǳŜǎǘΦ ¢ƘŜ ǎŜŎƻƴŘ ǘŀō ά/ƻƳƳǳƴƛŎŀǘƛƻƴǎέ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ŎƻƳƳǳƴƛŎŀǘŜ ǘƻ the Support Agents at any 

time. The Communications tab is similar to a chat client; once you have opened it, it will update itself 

with any new posts that Support Agents send. You can control this functionality by toggling the red stop 

symbol. At the bottom of the Communications tab you can send a message to the Support Staff. 
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Account Settings 
 

The Account Settings provides you with the ability to change your email address and password. 

 

{ƛƳǇƭȅ ƳŀƪŜ ȅƻǳǊ ŘŜǎƛǊŜŘ ŎƘŀƴƎŜǎ ŀƴŘ ŎƭƛŎƪ ά{ŀǾŜ /ƘŀƴƎŜǎέΦ /ƭƛŎƪƛƴg reset will reset the form to 

how it was before you made changes. 




















